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A Privacy Impact Assessment (PIA) is a quick, structured check of a project that handles personal information: new software, an AI tool, a cloud service, a data-sharing arrangement or a new process. It identifies privacy risks early, while they are still cheap to fix. Work through the steps in order; most small-firm projects can be assessed in under an hour.

	Compendium reference
	Privacy Compliance Manual, Chapter 5.2; OAIC Guide to Undertaking Privacy Impact Assessments

	Companion document
	QLS AI selection and use checklist (February 2026): complete it alongside this PIA for any AI tool

	Owner
	Privacy Officer

	When to complete
	Before deployment. A PIA is a statutory obligation for Privacy Act regulated entities and a professional duty for others.




When do you need a PIA?
Complete this assessment whenever the firm is:
1. introducing a new system, technology or process that handles personal information (practice management software, client portals, document signing, cloud storage, identity verification, AI tools);
1. making significant changes to an existing system or process;
1. entering a new data-sharing arrangement or engaging a new provider that will hold firm data; or
1. starting to collect a new type of personal information, particularly sensitive information.

	Assessing an AI tool?
Complete the QLS AI selection and use checklist alongside this PIA. AI tools raise additional questions (model training on your data, public versus private models, privilege over prompts, court practice directions) that this short form does not fully cover. The vendor questions in Step 4 apply to all software, AI or not.



	1
	Describe the project
Two minutes. Just enough detail that a reader unfamiliar with the project understands it.



	Project name
	 

	Project sponsor / owner
	 

	Date of assessment
	 

	What are you implementing?
	 

	Why? (business need)
	 




	2
	Threshold test: is a full PIA needed?
If every answer is No, record the assessment and stop here. Any Yes: continue to Step 3.



	Question
	Answer

	Does the project involve collection of new types of personal information?
	☐ Yes   ☐ No

	Does it involve sensitive information (health, criminal history, etc.)?
	☐ Yes   ☐ No

	Will personal information be disclosed to new third parties?
	☐ Yes   ☐ No

	Will information be stored or processed overseas, or by overseas providers?
	☐ Yes   ☐ No

	Will the provider use firm data for its own purposes (e.g. AI model training, resale, "service improvement")?
	☐ Yes   ☐ No

	Does the project involve surveillance or monitoring technologies?
	☐ Yes   ☐ No

	Other: 
	☐ Yes   ☐ No


The depth required scales with risk: a higher-risk project needs more detail in Steps 3 to 5, not a different form.

	3
	Map the information flows
Follow the information through its lifecycle: collect, use, disclose, store, destroy.



	What personal information will be collected?
	 

	How will it be collected?
	 

	How will it be used?
	 

	Who will it be disclosed to?
	 

	Where will it be stored?
	 

	How long will it be retained, and how destroyed?
	 



	4
	Check the vendor and the technology
These questions apply to any software or service provider, not only AI. Source: QLS AI selection and use checklist.



	Vendor and technology question
	Answer
	Notes

	Are the full terms of service and privacy policy available to you, for the specific version and subscription tier you will use?
	☐ Yes   ☐ No
	 

	Do the terms prevent your data being used for the provider’s own purposes (model training, resale, analytics)?
	☐ Yes   ☐ No
	 

	Does the provider (and any subprocessor) hold a meaningful security accreditation (SOC 2, ISO 27001)?
	☐ Yes   ☐ No
	 

	Is data stored and processed in Australia? If offshore, have you checked the jurisdiction against APP 8?
	☐ Yes   ☐ No
	 

	Can you terminate easily, recover your records and ensure deletion of stored data?
	☐ Yes   ☐ No
	 

	Is ownership of output and documents expressly addressed?
	☐ Yes   ☐ No
	 

	Is the vendor reputable, with a track record with law firms and realistic long-term pricing?
	☐ Yes   ☐ No
	 


A No answer is not automatically fatal, but it must be addressed by a control in Step 5 or a condition of approval in Step 7.

	5
	Identify risks and controls
What could go wrong, how badly, and what you will do about it. Add rows as needed.



	Privacy risk
	Likelihood and impact
	Controls / mitigation

	EXAMPLE: Unauthorised access to cloud system
	Medium likelihood, high impact
	Multi-factor authentication, role-based access controls, audit logging
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	Confirm APP compliance
Tick each principle. Record anything needing follow-up in the notes column.



	Principle
	Answer
	Notes

	APP 1: Open and transparent management
Will the privacy policy be updated to cover this project?
	☐ Yes  ☐ No  ☐ N/A
	 

	APP 3: Collection
Is collection reasonably necessary and lawful?
	☐ Yes  ☐ No  ☐ N/A
	 

	APP 5: Notification
Will individuals be notified about collection?
	☐ Yes  ☐ No  ☐ N/A
	 

	APP 6: Use and disclosure
Will information only be used for its primary purpose?
	☐ Yes  ☐ No  ☐ N/A
	 

	APP 8: Overseas disclosure
If disclosed overseas, are adequate protections in place?
	☐ Yes  ☐ No  ☐ N/A
	 

	APP 11: Security
Are reasonable security measures in place, including destruction when no longer needed?
	☐ Yes  ☐ No  ☐ N/A
	 



	7
	Decide, record and approve
Record the decision and any conditions. Keep the completed PIA with firm compliance records and diarise a review.



	Overall privacy risk rating:   ☐ Low    ☐ Medium    ☐ High
	 

	Recommendations / conditions of approval
	 

	Decision:   ☐ Approved    ☐ Approved with conditions    ☐ Not approved
	 

	Review date (diarise)
	 



	Assessed by
 
	Position
 
	Signature
 
	Date
 

	Approved by
 
	Position
 
	Signature
 
	Date
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