Checklist 
AML/CTF REGTECH  
	


This checklist is:
· intended to assist you if/when considering purchasing or subscribing to the services of a regulatory technology business (RegTech). 
· designed to support a risk-based approach to AML/CTF compliance and to assist legal practices to evidence that their systems and controls are effective in practice.
· designed to assist practices to assess whether a RegTech solution will support the implementation, operation and evidencing of their AML/CTF program in a manner that would withstand regulatory scrutiny.
Neither AUSTRAC nor QLS endorse any specific RegTech. 
Prior to engaging a RegTech provider, it is important that practitioners consider the features and solutions being offered. 
It is not necessary for a RegTech to offer all of the options in this checklist. However, these are questions and features to consider when deciding whether a particular solution will meet your needs.  
Depending on the size, nature and complexity of your practice, you may determine a RegTech solution is not required to support your compliance. RegTech solutions are support tools only. Engagement of a RegTech provider does not discharge a reporting entity’s obligations under the AML/CTF Act. 
Legal practitioners remain responsible for the design, implementation and ongoing effectiveness of their AML/CTF program, including the exercise of independent professional judgment.  

Preliminary Assessment: Need for RegTech
☐	Do we have the internal resource capacity to manage CDD manually in a compliant and consistent manner, including record-keeping obligations?
☐	Do we anticipate sufficient volume of designated services to justify implementing a RegTech solution in the next 12 months?
☐	Are our AML/CTF obligations ongoing or intermittent in nature?
☐	Do we require a solution that can scale up or down depending on demand?
☐	Would a pay-per-use or flexible pricing model better align with our service delivery model?
☐	Are there minimum monthly commitments or volume thresholds, and do they align with the practice's expected AML/CTF activity?
☐	Can the practice’s existing CRM or DMS meet AML/CTF record-keeping obligations, including retention, accessibility, and auditability of CDD and risk assessment records?
☐	Will a RegTech solution integrate effectively with our existing technology stack and workflows?
☐	Does the practice have the budget capacity to implement and maintain a RegTech solution, and is this proportionate to the AML/CTF risk and volume of designated services?
[image: ]
If a RegTech solution is not adopted, how will the practice ensure AML/CTF compliance is achieved, documented and supervised?
	Queensland Law Society | Checklist – AML/CTF REGTECH
	Page 1 of 3



	Queensland Law Society | Checklist – Closing a Law Practice
	Page 1 of 3




Before engaging RegTech 
Law practices may choose to engage RegTech to support compliance with AML/CTF obligations, such as client verification, ML/TF risk assessment and transaction monitoring/reporting. The practice must be able to demonstrate that it does not rely solely on the RegTech provider for compliance outcomes. The practice remains responsible for:
· Verifying the accuracy of outputs
· Exercising independent professional judgment
· Ensuring AML/CTF obligations are met in each matter

Scope of Use (Designated Services)
☐	Can the system distinguish between designated and non-designated services?
☐	Can AML/CTF processes be triggered only when required having regard to the type of legal service being provided (to avoid over-compliance or inappropriate application)?
☐	Does the system allow different workflows depending on the nature of the matter (e.g. transactional vs advisory work)? 
☐	Practitioners should consider* whether the provider, and how the practice will supervise and validate the provider’s outputs:
· understands the AML/CTF framework as it applies to legal services
· demonstrates capability and suitability and is familiar with the operational requirements of legal practices and risks specific to the legal sector
· can explain whether the solution will integrate with your existing practice management system
· clearly explains the tool’s purpose, scope and compliance coverage
· is designed for or properly adapted for the Australian jurisdiction
· the extent to which it reflects guidance issued by AUSTRAC in the Legal profession program starter kit
· provides continuous support, training and updates.
☐	Allows human oversight, including the ability to:
· Review and interrogate system outputs
· Override automated decisions where appropriate
· Record reasons for overrides
· Identify patterns of override behaviour for review

RegTech Details 
	Name of Provider
	Click or tap here to enter text.

	Year established
	Click or tap here to enter text.

	Country of origin
	Click or tap here to enter text.

	
	Click or tap here to enter text.


*Adapted from RegTechs | AUSTRAC

Onboarding 
Training and Support  
☐	Does the provider’s service include initial onboarding assistance? 
☐	Is support offered locally or otherwise?  
☐	How can staff at varying levels be trained to use and understand the system?
☐	Does the provider maintain open communication channels, providing regular updates and support?  
Platforms
☐	Does the RegTech system integrate with the practice’s existing case management systems?
☐	Is it accessed through an app?
☐	Is it accessed through a client portal?
☐	Is there off-line access (i.e. if internet connection is lost?)

Suitability Requirements 
Compliance with Australia’s AML/CTF Regime  
☐	Is the provider compliant with the Australian AML/CTF framework, including Tranche 2 for professional services obligations commencing from 1 July 2026? 
☐	Does the provider account for standard and enhanced Customer Due Diligence (CDD)? 
☐	Does the provider enable ongoing monitoring and suspicious matter reports (SMRs)?
☐	Does the provider assist with personnel due diligence, to assess the skills, knowledge, expertise and integrity of personnel you employ or engage to conduct AML/CTF functions? 

Functionality Requirements
Different providers will offer different functionality requirements – not all will offer the full suite that will cover all of your AML compliance obligations. Practitioners should make their own enquiries in this regard. Some aspects (not exhaustive) could include the following: 
☐	Does the system support the practitioner to make, record and justify decisions that are reasonable in the circumstances, having regard to the level of ML/TF risk?


Audit Evidence & File Output (Critical Compliance Requirement)
In addition to functionality, practitioners should consider whether the RegTech enables the practice to demonstrate compliance in the event of an audit and produce clear, contemporaneous records of decision-making.
☐	Can the system produce a complete file-level AML/CTF record, including:
· Client identification and verification steps undertaken
· Risk assessment outcomes AND the rationale for those outcomes
· Records of ongoing monitoring
· Decisions made (including why enhanced CDD was or was not applied)
☐	Does the system maintain an auditable log of:
· User activity
· Changes to risk profiles
· Overrides or manual decisions
· Timestamps of key actions
☐	Can this information be exported in clear and usable format within a reasonable time frame (e.g. for AUSTRAC audit requests)?
☐	Does the system support consistent file-level workflows to ensure AML/CTF steps are completed before legal services commence?
☐	Can the system demonstrate when AML/CTF steps were completed relative to the commencement of legal services?

Independent Evaluation Readiness
☐	Can system outputs and records be reviewed independently (e.g. by an external auditor or reviewer)?
☐	Does the system provide sufficient transparency to support independent evaluation of AML/CTF compliance?
Client Identity Verification  
☐	How does the provider onboard clients?
☐	How does the provider verify client identity?
☐	Can the provider verify the authenticity of documents? 
☐	Does the system record how verification was conducted (e.g. source, method, date and outcome)?
☐	Can the practitioner demonstrate what verification steps were undertaken, what information was relied upon, and why that reliance was reasonable in the circumstances?


Risk Assessment 
☐	 Does the provider offer automated client risk assessments and clearly explain the basis and reasoning for those assessments? 
☐	Does the rationale of the provider’s client risk assessments align with AUSTRAC guidance and support a risk-based approach tailored to the legal profession? 
☐	How does the provider assess the presence of sanctions or politically exposed persons (PEPs)? 
☐	Can the practitioner review and adjust risk ratings where appropriate, with reasons recorded?
Suspicious Activity 
☐	Can the provider alert users to suspicious activity in real time?
☐	How does the provider determine the threshold for what constitutes suspicious activity?
☐	Does the system assist in identifying suspicious matters without removing the need for independent professional judgment?
☐	Can the system document the reasoning process leading to a decision to submit (or not submit an SMR)?
☐	Does the system avoid over-reporting or defensive SMR generation that could indicate poor calibration of risk thresholds?
Red Flags and Escalation
☐	 Does the system assist in identifying and recording red flags (even where they do not meet the threshold for an SMR)?
☐	 Can red flags be escalated internally and tracked to resolution?
☐	 Does the system record decisions where no SMR is made despite identified concerns?
Relevant Resources 
☐	 What registries, databases and other resources does the provider gain information from?
☐	 Are those resources kept up to date in real time? 

Ongoing Functionality  
Continuous Monitoring 
☐	Does the provider support continuous monitoring of transactions and client risk profiles should they change? 
☐	How does the provider flag suspicious activity or other ML/TF triggers?


Governance and Reporting Obligations 
☐	In what ways does the provider support the AML/CTF Governing Body, Compliance Officer and Senior Manager(s)?
☐	Can roles and responsibilities be assigned within the system (e.g. Compliance Officer, reviewer, decision-maker)?
☐	Does the system support internal escalation and review of AML/CTF issues?
☐	Are overrides of automated outcomes subject to review, approval or periodic audit?
☐	Can override patterns be monitored (e.g. frequent downgrading of risk)?
☐	Can the practice conduct periodic sampling or internal review of files to verify that AML/CTF procedures are being applied correctly?
☐	Does the provider allow for:
☐	SMRs
☐	TTRs
☐	IFT reports
☐	Cross border reports
☐	 Can information be exported in a way which supports the annual reporting obligations? 

Record Keeping 
☐	Does the provider keep complete, accurate and retrievable records for compliance audits? 
☐	Are records retained in accordance with AML/CTF record-keeping obligations and accessible for the required retention period?
☐	Can the provider export reports for viewing by the AML/CTF Compliance Officer? 
☐	What is the cost in accessing such records?

Future Suitability 
☐	Does the provider account for future regulatory changes?  
☐	Is the service scalable for future growth (i.e. client or practice size or change in type of legal services offered)?  
☐	Does the provider notify you of changes etc. that have been issued by AUSTRAC as the regulator?



Pricing Model 
☐	What is the term of the provider’s contract?
☐	Month by month 
☐	Annual
☐	Locked-in term
☐	By number of users/seats
☐	Other: Click or tap here to enter text.
☐	Does the provider charge for upgrades or are they included during the term of the contract? 
☐	Does the provider charge for ongoing support and maintenance? 
☐	Does the provider charge for training? If included, how many hours and users are included in the training offered?  

Workflow Integration
☐	Can AML/CTF processes be embedded into the practice’s workflow (e.g. prior to opening a file or commencing work)?
☐	Does the system prevent or flag progression of a matter where AML/CTF requirements are incomplete?
☐	Does the system enforce “hard stops” where critical AML/CTF steps are incomplete (rather than relying solely on warnings)?
☐	Does the system integrate with existing file management systems in a way that supports consistent application across all matters?
[bookmark: _Hlk216864313]☐	Does the system support consistent application of AML/CTF procedures across all relevant matters (i.e. avoids ad hoc or inconsistent use)?

Compliance with Privacy Requirements 
Practices that are reporting entities under the AML/CTF Act must ensure all handling of personal information complies with the Australian Privacy Principles (APPs) under the Privacy Act 1988. 
Your Practice 
☐	Does your practice have a member of staff responsible for overall privacy management? 
☐	Does your practice have a clear privacy policy that details how personal information is collected, notifying clients of how their information is used?
☐	Does your practice undergo regular reporting of privacy risks and other issues? 
☐	How does your practice assess privacy risks associated with engaging third-party providers?  
☐	Is information disclosed to RegTech providers within the scope of the purpose it was collected for, or where an exception applies?  
☐	How is information held for AML/CTF purposes secured, de-identified and destroyed once no longer needed? 
External RegTech Providers 
☐	Does the provider have a clear privacy policy that details how personal information is collected? 
☐	Can the provider collect only the minimum amount of personal information that is reasonably necessary to comply with AML/CTF obligations?
☐	Can the provider ensure sensitive client data is secured? 
☐	Where is client data stored (including whether data is held offshore)?
☐	 If data is stored offshore, has the practice assessed:
· jurisdictional risk 
· enforceability of privacy protections 
· consistency with APP 8 (cross-border disclosure)?
☐	Does the provider engage third-party sub-processors, and if so, how is data protected?
☐	Does the provider permit audit or verification of its data handling practices?
☐	What secure data encryption methods and other controls does the provider utilise?

Provider Transparency 
☐	Is the provider generally well-known and positively regarded/reviewed?  
☐	Does the provider clearly outline the scope of their services?  
☐	Does the provider maintain open communication channels, providing regular updates and support?  
☐	How central is internal human oversight to decision-making processes?
☐	Does the provider clearly disclose the limitations of its system (including areas requiring human judgment)?

Business Continuity and System Failure Risk
☐	Can the practice continue to meet AML/CTF obligations if the system is unavailable?
☐	Does the provider have contingency and disaster recovery processes?
☐	How are errors, system failures or incorrect outputs identified and rectified?

Exit Strategy 
☐	Does the provider allow the export of client data, reports, invoices and other documents? 
☐	Is there a time constraint on the ability to export? 
☐	Are there costs associated with exporting data? If so, what do the costs amount to?  
☐	Can the data be exported in a format that allows transition to another provider without loss of compliance records?
System Limitations and Residual Risk
☐	Has the provider clearly identified the limitations of the system?
☐	Has the practice identified which AML/CTF obligations remain manual or require professional judgment?
Additional Notes 
List other considerations in the box below. 







This checklist forms part of the practice’s AML/CTF program governance framework and should be read in conjunction with the practice’s risk assessment and documented procedures. Adoption of a RegTech solution must align with, and not replace, the practice’s documented procedures and controls.

RegTech Assessment Outcome 
Decision:
☐	Proceed
☐	Do Not Proceed
☐	Proceed with Conditions

	Selected provider:
	Click or tap here to enter text.

	Reasons for decision:
	Click or tap here to enter text.

	Key risks identified:
	Click or tap here to enter text.

	Risk mitigation strategies:
	Click or tap here to enter text.

	Residual risks accepted 
by the practice:
	Click or tap here to enter text.

	Date of assessment:
	Click or tap here to enter text.

	Completed by:
	Click or tap here to enter text.

	Approved by:
	Click or tap here to enter text.
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