TEMPLATE  |  DOCUMENT 05
	Data breach immediate actions
1. Stay calm and act. Do not delete anything, do not pay anyone, and do not turn affected computers off — disconnect them from the network instead.
1. Tell someone now. Notify the Privacy Officer or the most senior person available. Mistakes are human, concealment is dishonest.
1. Money at risk? If client funds are missing, ensure your supervisor knows. If you can’t get instructions within the firm you might need to phone the bank or the client yourself — minutes matter. 
1. Serious cyber incident? QLS member firms can call the Cyber Essentials 24/7 incident response hotline on 1800 027 428 for immediate assistance.



Data Breach Response Plan






Triage: first response by scenario
	What happened
	Examples
	First 10 minutes
	Same-day actions

	Information sent to the wrong recipient
	Inadvertent disclosure (e.g. mis-addressed email, wrong attachment, letter to wrong address).
	1. Try to recall the email (Outlook / mail system).
1. If document shared by link, revoke access permission to recipient
1. Phone the recipient: ask them not to read, open or forward, and to delete. (This may be better coming from a supervisor)
1. Review what was sent.
1. Report to Supervisor
	1. Get written confirmation of deletion if possible.
1. Tell the affected client.(Supervisor)
1. Log the incident (see §9).
1. Escalate to Privacy Officer if AML/CTF data or sensitive information was disclosed.
1. Consider whether other disclosure is required (eg: NDB Scheme, broken undertaking, non clients.)
1. Begin breach assessment (§5).

	Device missing
	Lost or stolen laptop, phone, tablet or USB containing firm or client information.
	1. Notify Privacy Officer and IT support.
1. Try to remotely wipe / lock the device (if mobile device management enabled).
1. Change account passwords from a clean device.
1. Disable the device’s access to firm email /cloud storage/ PM system.
	1. Report to police (if theft) and obtain reference number.
1. Identify what was on the device (matters, AML/CTF records, emails).
1. Determine if it is locked/encrypted
1. Consider notification to affected clients.
1. Begin breach assessment (§5).

	Email or single account compromised
	Suspected unauthorised access to one user’s email account or login (phishing, leaked password, MFA bypass).
	1. Reset the user’s password from a clean device.
1. Force log-out of all sessions; revoke active tokens.
1. Disconnect the affected device from the network.
	1. Engage IT support to review login history and mailbox activity. 
1. Check and remove suspicious forwarding rules.
1. Phone any clients that might be transferring funds as soon as you can.
1. Notify insurer / Lexon / Chubb (Cyber Essentials).
1. Begin breach assessment (§5).

	Wider system intrusion suspected
	Ransomware, 
multiple compromised accounts, 
abnormal network activity,
Locked out of accounts 
suspicious file encryption, unexplained outage.
	1. Disconnect affected devices from the network; activate airplane mode.
1. Disconnect backups (cloud and local).
1. Tell all staff: do not log in, do not enter passwords, do not open unexpected files.
1. Preserve evidence — do not power off if possible. 
1. Check for any funds diversion attempts
	1. Call IT support immediately.
1. Then Chubb or Lexon hotline. Establish whether your IT consultant’s work will be reimbursed from insurance and if any limits apply.
1. Notify QLS if trust account may be affected.
1. Contact professional indemnity insurer.
1. Activate the full plan (§4–§7).



	Emergency number desk reference card


	IT 
	(name) (Number ) (A/H number if available)

	Privacy officer / response lead
	( Name) (Mobile)

	Chubb
	1800 027 428 (Insurance for member firms)

	QLS
	3842 5843 (Business hours)

	Lexon
	(07) 3007 1266 (Business hours)
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What this plan does
This plan sets out how [Firm name] (the Firm) will respond to an actual or suspected data breach.  
As the Firm is a small business with turnover below $3 Million the Privacy Act 1988 (Cth) (Privacy Act) only applies to personal information handled for AML/CTF purposes. Such information will be subject to the Notifiable Data Breaches scheme[footnoteRef:1].  [1: Privacy Act 1988 (Cth) pt IIIC; ss 26WE–26WT (Notifiable Data Breaches scheme).] 

However, ethical and fiduciary duties owed to clients and third parties may also require notification or remedial action, even where the Privacy Act does not.[footnoteRef:2] [2: Australian Solicitors Conduct Rules (Qld) r 9 (confidentiality). Notification of an actual or suspected breach to affected persons may be required as a matter of professional duty even where the NDB scheme does not apply.] 


Related information and resources:
1. the QLS Privacy Compendium Chapter 15
1. the Firm’s Privacy Policy (Document 01) and Collection Notice (Document 02);
1. the Office of the Australian Information Commissioner (OAIC) guide Data breach preparation and response (July 2019); 
1. OAIC: Notifiable data breach website pages[footnoteRef:3]. [3:  Notifiable data breaches | OAIC] 

1. The QLS Cybersecurity First Response Checklist.

	Read together: This plan is short by design. The Privacy Compendium contains a more comprehensive explanation of the NDB scheme, the four-step response process, the 30-day assessment, and notification content. See Compendium §§15.1–15.4 and §21.3.


Roles and responsibilities.
In small firms it is common for one person to perform several roles.[footnoteRef:4] Document the people who will perform each role below. Each role must have a backup. [4: See Office of the Australian Information Commissioner, Data breach preparation and response: A guide to managing data breaches in accordance with the Privacy Act 1988 (Cth) (July 2019) Part 3. Reproduced as the four-step framework adopted in this plan.] 

Consider what will happen if the Primary person is not available. Some actions are time critical. (Asking a bank to recover fraudulently misdirected funds, for example.) Make sure the backup person has authority to do what is needed.
	Drafting note  In firms with two or fewer principals, the Privacy Officer is usually a Principal. The IT Support role is normally external — record the managed service provider (MSP) or contractor here. Make sure backups are listed for every role and that every person on this list knows the plan exists and where it sits. Ensure phone numbers are included as in a serious incident email may be disrupted. Print hard copies and make sure everyone knows where they are. 

	Role
	Responsibilities
	Primary
	Backup

	Privacy Officer or (Response Lead)
	Coordinates response; decides on escalation and external assistance; signs off on assessment and notifications.
	[Name / phone]
	[Name / phone]

	Principal / LPD
	Final approver of notifications and external statements; reports trust-account irregularities to QLS; engages insurers and external counsel.
	[Name / phone]
	[Name / phone]

	Practice Manager
	Coordinates client communications; (calls to clients may be better coming from their solicitor) manages call/email logs; preserves the incident record.
	[Name / phone]
	[Name / phone]

	IT support (internal or MSP)
	Contains the technical incident; preserves logs and evidence; advises on scope and root cause.
	[Name / phone]
	[Name / phone]

	Communications point
	Single point of contact for staff queries and external enquiries during the incident. Often the practice manager.
	[Name / phone]
	[Name / phone]



Any staff member who suspects a breach must immediately notify the Privacy Officer or, if unavailable, a Principal. 
Staff are authorised to take any immediate containment step listed in §3.1 without waiting for further instructions if an appropriate supervisor or principal is not available.
Four-step response
The Firm follows the OAIC four-step framework: Contain → Assess → Notify → Review.[footnoteRef:5] Steps 1 to 3 can and often should be undertaken in parallel. [5: 
] 

Step 1 — Contain 
Objective: take immediate steps to limit the breach and reduce harm. Choose the actions relevant to the scenario from the cover-page triage table.
Lost device
1. Many devices can now be locked or wiped remotely. Locking may be preferable in case the missing device is located, but that will depend on how sensitive the information is and if it was lost or just misplaced.
1. If the device is privately owned the person affected may lose their personal data and should be warned.
1. The first step is to find out what remote management options the device has.
1. The second step is to find out how secure the device is (does it have a lock screen, how is this secured, is it encrypted?) This will help with the “Do we lock or do we wipe” decision.
Misdirected letter or email
1. Try to get the email back using recall functions. (often doesn’t work).
1. If document has been shared using a link (best practice) revoke the link access to the document.
1. Get supervisor’s assistance.
1. Contact recipient (if possible). Ask them to delete the email. Write down what they say in response.
Hacking / data intrusion
1. Isolate affected systems or accounts (disconnect from the network; force log-out; reset passwords from a known clean device). Unplug wired data access (blue cable or USB-C) and turn off wifi for affected computers. If possible, leave running but isolated.
1. Where funds may be at risk, inform the bank and clients. (Note: Staff should seek a supervisor’s instructions if possible, and know that they are free to interrupt other activities. 
1. Check to see if freezing an account may disrupt other transactions. 
1. However, if no supervisor can be located the client should be told to try and reverse any fraudulent transfers and you should seek your bank’s help.)
1. Preserve evidence: do not delete logs, emails, files or system images.
Attempted funds diversion targeting client.
1. Ensure the client works immediately to get their bank to recover the funds. Ensure the client knows that they have to do this, and a call from them is much faster. 
1. Report to a supervisor.
1. Find out if the email to the client came from your firm or if it only looks like it did.
1. Request a screenshot or photo of the email rather than getting the client to send you a potentially infected communication. (IT can do this later).
1. Check the email address / message header
1. If it is clear the email did not come from your firm it is probably not an indicator of a data intrusion. However, still follow up with IT to get that confirmed. 

	Cross-reference  Privacy Compendium §15.2 Step 1 (Contain); §21.3 Quick Reference.


Step 2 — Assess
Assess whether the breach is an eligible data breach — that is, whether a reasonable person would conclude that serious harm to any affected individual is likely[footnoteRef:6] or whether client data may have been compromised.  [6: Privacy Act 1988 (Cth) s 26WE(2). An eligible data breach occurs where there is unauthorised access to, unauthorised disclosure of, or loss of, personal information held by an entity, and a reasonable person would conclude that the access, disclosure or loss is likely to result in serious harm to any of the individuals to whom the information relates.] 

Where there are reasonable grounds to suspect that an eligible data breach/loss of client data may have occurred, start investigating immediately. The full investigation can take thirty days or more[footnoteRef:7] but the first hours and day or two can be the most critical. [7: Privacy Act 1988 (Cth) s 26WH (assessment of suspected eligible data breach within 30 days).] 

Use the assessment record (§8.2) to capture:
1. what happened, when and how the Firm became aware;
1. what personal information was involved and whether it is regulated personal information (i.e. collected for AML/CTF purposes);
1. who is affected and how they can be contacted;
1. what harm is reasonably foreseeable, taking into account the sensitivity of the information, whether it was protected (e.g. encrypted), and who has obtained it;
1. whether remedial action has eliminated the likelihood of serious harm.
	Cross-reference  Privacy Compendium §15.1 (Eligible data breach) and §15.3 (30-day assessment period).


Step 3 — Notify
If the breach is an eligible data breach, the Firm must, as soon as practicable, prepare a statement and provide it to the Australian Information Commissioner, and notify affected individuals.[footnoteRef:8] This should happen once an understanding of the incident has been formed and is usually coordinated through the insurer. Communication may not be privileged. [8: Privacy Act 1988 (Cth) s 26WK (statement to the Commissioner) and s 26WL (notification to individuals).] 

Statement to the Commissioner (s 26WK)
The statement must include:
1. the Firm’s identity and contact details;
1. a description of the eligible data breach;
1. the kind or kinds of information concerned; and
1. recommendations about the steps individuals should take in response.
Lodge the statement via the OAIC online form: https://www.oaic.gov.au/privacy/notifiable-data-breaches/report-a-data-breach. Information released may be discoverable in subsequent litigation. Ensure your communication is reviewed and considered in that light. A balance between open communication and legal self defence is required. Your insurer(s) should be consulted prior to such notification.
Notification to individuals (s 26WL)
The Firm will use one of the following options:
1. Option 1 — notify all individuals whose information was involved; or
1. Option 2 — notify only those individuals at likely risk of serious harm; or
1. Option 3 — if neither is practicable, publish the statement on the Firm’s website and take reasonable steps to publicise it.
Use the notification template at §8.3. Where possible, run draft notifications past the Firm’s insurer (Lexon or other professional indemnity insurer) before sending.
	Tipping off — critical for AML/CTF  If some of the missing information would inform a client that a suspicious matter report had been made that information does not have to be disclosed to the client.


Before notifying any client or third party, the Privacy Officer must consider whether the disclosure would risk breaching ss 121, 124, 128 or 129 of the AML/CTF Act, client legal privilege or the tipping-off prohibition (e.g. in connection with a suspicious matter report).[footnoteRef:9] Where notification to the individual would breach a secrecy provision but notification to the Commissioner would not, only the Commissioner is notified.[footnoteRef:10] If in doubt, seek confidential advice from the QLS Ethics and Practice Centre or external counsel before notifying. [9: AML/CTF Act ss 121(1), 121(5), 121(6), 124, 128 and 129 (secrecy provisions restricting access to and disclosure of ‘AUSTRAC information’), and the prohibition against disclosing information that would or could reasonably be expected to prejudice an investigation (tipping off); Privacy Act 1988 (Cth) s 26WP (notification not required to the extent it would be inconsistent with a secrecy provision). See Office of the Australian Information Commissioner, Privacy guidance for reporting entities under the AML/CTF Act (February 2026) Part K.]  [10: Office of the Australian Information Commissioner, Privacy guidance for reporting entities under the AML/CTF Act (February 2026) Part K.] 

Step 4 — Review
Within 30 days of completing the response, conduct a post-incident review using the template at §8.4. The review should identify the root cause, decide what to change, and update this plan, training, and systems accordingly.
1. Update the regulated data inventory (Document 03) and Privacy Policy if needed.
1. Where the breach revealed a security weakness, review the Firm’s technical controls (firewall, MFA, backups, mobile device management).
1. Where the breach revealed a process weakness, refresh staff training and consider a desktop test of this plan.
Special considerations for Queensland law firms
4.1 Trust account
If a breach involves, or could involve, the Firm’s trust account, the Firm must report any trust-account irregularity to the Queensland Law Society immediately.[footnoteRef:11] Trust-account protection takes priority over other response steps once any spread has been contained. [11: Legal Profession Act 2007 (Qld) ss 248 and 258 (trust account irregularities must be reported to the Queensland Law Society).] 

4.2 Professional indemnity insurance
Notify the Firm’s professional indemnity insurer and, where applicable, claim under QLS Cyber Essentials policy promptly. The insurer may activate a response panel (forensic IT, legal, communications) — this is often faster and cheaper than engaging on the open market.
4.3 Confidentiality and privilege
The Firm’s duty of confidentiality, and any legal professional privilege attaching to client information, continue to apply. Notifications must be drafted so as not to waive privilege or breach undertakings to third parties or the Court.
4.4 Other entities involved
If the breach involves another entity (for example a barrister, agent, conveyancing platform or cloud provider), coordinate the response. Only one entity needs to provide the statement to the Commissioner where personal information is jointly held.
4.5 Other reports to consider
1. Cyber.gov.au — report cyber incidents and (where applicable) cybercrime.
1. Queensland Police — for theft, fraud or unauthorised access.
1. AUSTRAC — only as required under the AML/CTF Act (this is separate from privacy reporting).
1. IDCARE — refer affected clients for identity-theft support
5. Pre-incident 
5.1 Regulated data inventory — high-risk locations
Record where regulated personal information (AML/CTF data) is stored. This is the first place to look when assessing a breach. Update from the Personal Information Register (Document 03).
	Type of information
	Where held / system
	Special protections / access restrictions

	Identity documents (KYC / CDD)
	[insert system / location]
	[insert]

	Beneficial ownership information
	[insert system / location]
	[insert]

	P.E.P. assessment (may include sensitive information)
	[insert system / location]
	[insert]

	Staff background check information
	[insert system / location]
	[insert]

	AML risk-rating records
	[insert system / location]
	[insert]

	Suspicious matter reports and supporting material
	[insert system / location]
	[insert]

	Communications with AUSTRAC / Ethics advice / Insurance advice
	[insert system / location]
	[insert]

	
	[insert system / location]
	[insert]

	
	
	

	
	
	


5.2 Third-party providers and breach notification
If one of these providers suffers a breach, the Firm may still need to assess and notify.
	Provider
	Data they hold for us
	Their reporting guarantee
	Contact
	Risk rating  x / 5

	(eg) Practice management provider
	[type of data]
	[hours/days]
	[name / phone]
	

	[provider]
	[type of data]
	[hours/days]
	[name / phone]
	

	[provider]
	[type of data]
	[hours/days]
	[name / phone]
	

	[provider]
	[type of data]
	[hours/days]
	[name / phone]
	

	
	
	
	
	

	
	
	
	
	





6. How will we communicate & what will we say?
Decide in advance who tells whom, and how. Consider how you will communicate if your primary network is down.
	Audience
	What they need to know
	Channel
	Who authorises 
	 Who contacts?

	Staff
	What has happened, what to do (and not do), single point of contact.
	[phone / email / letter]
	[name]
	  [name]

	Affected clients
	Description of breach, information involved, recommended steps, contact details.
	[phone / email / letter]
	[name]
	  [name]

	Clients at risk of funds diversion
	Do not act on emailed payment instructions; verify by phone using a previously known number.
	[phone / email / letter]
	[name]
	  [name]

	OAIC
	Statement under s 26WK via online form.
	[phone / email / letter]
	[name]
	  [name]

	QLS
	Trust-account irregularity (if any); ethics queries.
	[phone / email / letter]
	[name]
	  [name]

	Insurer
	Notification; engagement of response panel.
	[phone / email / letter]
	[name]
	  [name]

	Other parties (courts, opposing solicitors, barristers)
	Outage / delay notice; request fax or telephone communications if email is compromised.
	[phone / email / letter]
	[name]
	  [name]




Wrong-recipient deletion request
Use by phone first if possible. Follow up in writing from a clean account if email is safe.

	TEMPLATE TEXT
•  We have sent you information in error. Please do not read, copy, save, forward or disclose it. Please delete it from your inbox, deleted items and any downloads, and confirm by reply that you have done so. If you have opened or forwarded it, please tell us immediately so we can take appropriate steps.


Internal staff instruction
	TEMPLATE TEXT
•  [Firm name] is investigating a suspected data/security incident. Until further notice: do not use [affected system/account/device]; do not open suspicious emails or attachments; do not delete emails, logs or files; report any client payment enquiries to [name] by phone; and direct all external questions to [communications contact]. If you have urgent information, phone [number].


Client holding statement / phone script – attempted funds diversion
	TEMPLATE TEXT
•  We are investigating a suspected issue affecting [system/matter/payment instruction]. A third party has attempted to trick our client into sending money to the wrong account.   [At this stage we don’t think our system was breached but the investigation is still under way ] Please do not act on any payment instruction received by email unless you have verified it by calling us on a known phone number. 
    We will provide further information when we have confirmed the facts. Please keep any relevant emails or messages and send screenshots only if requested by our IT support. Check all emails carefully to ensure it matches our proper email designation which is <<  >>


Client holding statement / phone script – actual funds diversion
	TEMPLATE TEXT
•  It appears that the funds sent [ by you / to you ] have been diverted. You must  contact the bank urgently to prevent the funds moving out of the country. As you are their customer they will need the instructions from you, but if you need information to give to the bank let us know. 


 
7 Incident response templates
7.1 Incident log
Open a new row at the first sign of a breach. Maintain throughout the response.
	Date / time
	By whom
	Event / action / decision
	Evidence / file ref
	Next step

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


7.2 Assessment record (s 26WH)
	Date breach suspected
	Start of the 30-day assessment clock.



	How the Firm became aware
	



	Description of incident
	What, when, how, ongoing?



	Kinds of personal information involved
	Is any of it regulated personal information (AML/CTF)?



	Number / identity of affected individuals
	



	Was the information protected (encryption, MFA, etc.)?
	



	Who has obtained or could obtain the information?
	



	Nature and likelihood of serious harm
	Identity theft? Funds diversion? Reputational harm?



	Remedial action taken
	Has it eliminated the likely risk of serious harm?



	Eligible data breach?
	Yes / No / Still assessing — give reasons.



	Tipping-off / secrecy review
	Any s 26WP issue identified?



	Assessment completed by
	Name and date.




8 Post-incident review
	Date of review
	


	Participants
	


	Root cause(s)
	


	What worked well
	


	What did not work
	


	Changes to systems / controls
	Owner and due date.


	Changes to this plan
	Owner and due date.


	Training updates
	Audience, content, due date.


	Sign-off (Principal)
	Name and date.



1. 
1. Plan governance
1. Owner: Privacy Officer.
1. Review: annually, and after every actual or suspected breach.
1. Test: desktop walk-through with all named role-holders at least once each calendar year.
1. Storage: this plan, the key-contacts table and the printed incident log are kept in [physical and offline location] so they remain accessible during a system outage.
Relevant guidance and legislation
1. Privacy Act 1988 (Cth) pt IIIC (Notifiable Data Breaches scheme); ss 26WE–26WT.
1. Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) ss 121, 124, 128, 129 (secrecy of AUSTRAC information) and tipping-off prohibition.
1. Office of the Australian Information Commissioner, Data breach preparation and response: A guide to managing data breaches in accordance with the Privacy Act 1988 (Cth) (July 2019).
1. Office of the Australian Information Commissioner, Privacy guidance for reporting entities under the AML/CTF Act (February 2026), Part K.
1. Queensland Law Society, First response checklist for law firms subjected to a cyber incident (Ethics and Practice Centre, August 2019).
1. Privacy Compendium Chapter 15 (Breach response) and §21.3 (Quick reference: Data breach response).[footnoteRef:12] [12: See Privacy Compendium, Chapter 15 (Breach Response).] 
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