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Warning to Clients – Use of AI Tools
AI (Artificial Intelligence) tools (like chatbots, writing assistants and long document summarisers) can be helpful, but they can also create problems in legal matters if they are used the wrong way. This handout summarises the main risks and what we need from you. It is general information and not advice about your specific situation. 
What “legal professional privilege” means
When you talk to your lawyer, or you share documents for the purpose of getting legal advice or preparing for a legal case, those communications are usually meant to stay private. The law often protects them from being forced into the open. This protection is called legal professional privilege (sometimes “client legal privilege”).
If that protection is lost (“waived”), it can:
allow the other side (police or other government agency) to get access to information you expected to stay private
reveal your plans, case weaknesses, concerns, or key facts
increase costs if we need to fix the damage.
Third party confidential material
In both litigation and transactions, you might gain access to information which is confidential to someone else. If so, your right of access is only for the purpose of this matter and you may not take risks with the material’s confidentiality. Damages, serious penalties or contempt of court may arise if you release the material, including by allowing an open or insecure AI system to access it.
Why public/free AI can be risky for privacy and your case
Many public or free AI tools are run by third-party companies. If you copy and paste private legal material into them, you may lose control of it.
Risks can include:
Waiving legal professional privilege, discussed above.
Information may be stored somewhere you don’t control, possibly overseas.
Information may be sold or used to train the provider’s or a third party’s AI systems. Even if names and addresses are removed, this kind of use may break privacy rules.
Other people may access it, e.g.: if the other side in a litigation matter issues a subpoena (court order) that allows them to look at your AI chats, or if the Court Rules require disclosure of these searches.
Information may be kept longer than you expect, even if you delete your chat.
Because it can be hard to know what a particular AI service does with your information, you should not use public/free AI for anything connected to your legal matter.
Other ways privilege could be waived or third party confidentiality breached
Sharing advice and documents with a friend who has been through the same issue
Posting to internet support forums or social media
Giving it to your employer, police or another regulator as backing for a complaint or in defence of a complaint against you
Telling the other side that “my lawyer has said X, so you had better accept my offer” or similar.
It is essential that you speak to your lawyer before doing any of these things.
Paid AI may be safer, but only if you use it carefully
Paying for an AI service will sometimes give you better privacy controls, but paid does not automatically mean safe. Some paid tools still store what you type, and some settings may allow your content to be used in ways you would not expect.
If you use AI for anything related to your matter, follow these steps:
Ask us first if you are unsure: please contact [CONTACT POINT for questions].
Do not upload documents from your matter (letters, advice, contracts, ID, bank details, medical reports, court documents).
If you use AI to help draft something, only use small snippets and remove identifying details (names, addresses, dates of birth, reference numbers, account numbers, and anything unique).
Turn on any available privacy options that reduce sharing or re-use of your content (if you don’t understand the settings, don’t proceed). Check these settings after each update.
Keep your account safe: use a strong password and multi-factor authentication (MFA).
Keep a short note of what you used and what you typed (a few dot points may be sufficient).
AI is often wrong, and fixing mistakes can cost more
AI can produce answers that sound very convincing but are incorrect. For example, it may:
get the law wrong or be out of date
mix up countries or states, i.e.: refer to other jurisdictions (not necessarily Queensland or Australia)
miss key facts that change the outcome 
make up details and present them as true.
If AI-generated material is wrong, we may need to spend time checking, correcting, and rewriting it which can slow things down and increase costs.
You must tell us if you have used AI
Please tell us if you have used AI in connection with your matter, including if you used it to:
look up legal information or “check” advice we gave you
summarise letters, emails, or documents
draft or rewrite emails/messages to anyone involved in the matter
prepare a timeline or summary of events
draft statements, notes, or instructions you plan to give us
rewrite what happened in your own words.
We need to know in order to manage risks, correct mistakes, and protect your interests.
AI Use: DO / DON’T (Quick Guide)
DO
Do ask us before using AI for anything connected to your matter.
Do keep private information private: use only small, de-identified snippets (if at all).
Do protect your accounts with strong passwords and MFA.
Do tell us if you have already used AI, and what you used it for.
DON’T
Don’t copy and paste our advice into public/free AI tools.
Don’t upload documents obtained from the other side into any AI without discussing it with us first.
Don’t rely on AI as “legal advice” or assume it is correct.
Don’t use any AI to draft statements, instructions or information we will be relying on without telling us first.
Don’t provide us with numerous pages of AI advice – sheer volume does not mean it is useful and we are obliged to read it which may increase your costs. 


Optional annexure – extra examples of risks which might be appropriate (by matter type)
Family law/domestic violence: risk of identifying children or protected information; validating or encouraging unacceptable or illegal behaviours; safety risks if addresses/locations are exposed; sensitive counselling/health details; technology enabled surveillance.
Criminal law: risk of accidental admissions and incorrect versions of events, altering witness statements, creating material that can be used against you; misstating or breaching bail/no-contact conditions; harming defence strategy.
Employment/workplace: risk of defamatory statements in AI-written complaints, overstated claims; mishandling confidential workplace documents; accidental sharing of settlement communications, breach of non-disclosure obligations in employment. 
Commercial/business: leaking confidential business information; exposing negotiation strategy; mixing up who is the “client” in group/related entity matters; breaching non-disclosure obligations regarding sensitive material.
General litigation: creating extra drafts that may need to be disclosed; producing incorrect timelines; misquoting evidence; over-confident arguments that don’t fit the facts.
Property/conveyancing: identity fraud risks (sharing ID and contracts); exposing settlement figures; misunderstanding special contract conditions; phishing via document-sharing links.
Wills & estates: using AI to generate instructions – undue influence; undermining capacity assessment when a machine is providing the responses; exposing asset lists and family conflict details.
Migration: inconsistent statements; problems with document authenticity; passport/visa privacy risks; security screening may involve investigation of AI accounts.
Tax/revenue: risks handling TFNs and financial details; privilege can be more complex in some situations.
Personal injury/medical: highly sensitive health information; risk of misdescribing symptoms/history; concerns about surveillance by insurers.
Child protection/other sensitive matters: strict confidentiality expectations; legal restrictions in some settings; serious safety risks if information spreads.
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