[FIRM NAME]
REGULATED PERSONAL INFORMATION 
PURPOSE
This Personal Information Register documents what information we collect and hold that is subject to the Privacy Act. The reason it is regulated is because it is (1) personal information that (2) has been collected for AML/CTF purposes. Examples include:
1. Client and third party Identification documents.
1. Searches and enquiries made to determine beneficial ownership.
1. AML/CTF risk assessment notes and enhanced CDD enquiries
1. Notes concerning a Suspicious Matter Report (Important: this CAN NOT go on the client file as the client CAN NOT be told about it.)
1. For more information about what is regulated and what is not see the Privacy Compendium, Chapter 

We keep this register so that we can track what we hold, where we hold it and what systems we need in place to keep it secure and managed in accordance with the Australian Privacy Principles. It is intended as an aid to focus attention.

How to use the register
Follow these steps to complete your Personal Information Register:
Step 1: Identify information types
List each category of personal information your firm collects. Use the examples provided as a starting point.
Step 2: Document collection and use
For each information type, describe how you collect it, why you need it, and how you use it.
Step 3: Map storage and access
Identify where the information is stored (systems, locations) and who has access to it.
Step 4: Assess privacy risks
Consider what could go wrong (e.g., unauthorized access, loss, misuse) and document controls in place.
Step 5: Review annually

Update this register whenever you introduce new systems, processes, or types of information collection.

REGULATED PERSONAL INFORMATION REGISTER
Complete the table below for each type of regulated personal information your firm handles:
	Information Type
	Collection Method & Purpose
	Use & Disclosure
	Storage Location & Access
	Privacy Risks
	Controls in Place

	EXAMPLE: Client identity documents
	Collected during client onboarding via email, scan, or photocopy. Required for AML/CTF verification.
	Used to verify identity. May be disclosed to:
Pexa
Agent / bank if authorized;
AUSTRAC if required
Law enforcement if subpoena.
	Certificate listing documents obtained in practice management system.
Copies in encrypted file: << Location >>
	High risk.
	Encrypted email, password-protected files, do not make extra copies, staff training, secure destruction procedures.

	Politically exposed person assessment
	
	
	
	
	

	Beneficial owner searches and assessment
	
	
	
	
	

	AML notes 
	
	
	
	
	

	
	
	
	
	
	





COMMON INFORMATION TYPES TO CONSIDER
Use this list as a starting point when completing your register:
1. Client contact details (name, address, phone, email)
1. Client identity documents (driver's licence, passport, birth certificate, Medicare card)
1. Beneficial owner information for companies and trusts
1. Financial information (bank account details, source of funds, transaction records)
1. Employment and business details
1. Family and relationship information
1. Health information (where relevant to legal matter)
1. Criminal history (where relevant to legal matter)
1. Opposing party information
1. Witness and expert information
1. Staff employment records
1. Website visitor data (cookies, analytics)
REVIEW SCHEDULE
Last reviewed by: ______________________________________   Date: _______________
Next review due: ________________________________________
— END OF PERSONAL INFORMATION REGISTER —
